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Failure Detection by Pilots during
Automatic Landing: Models and Experiments

Eliezer G. Gai*
C. S. Draper Laboratory, Cambridge, Mass.

and

Renwick E. Curryt
Massachusetts Institute of Technology, Cambridge, Mass.

A model is proposed to describe the pilot as a monitor of automatic landing systems. The failures treated are
equivalent to the addition of a dynamic change in the mean of the observation process. The failure detection
model of the pilot consists of two stages: a linear estimator (Kalman filter) and a decision mechanism based on
sequential analysis. The filter equations are derived from a simplifed version of the linearized dynamics of thé
airplane and the control loop. The perceptual observation noise is modified to include the effects of aliocation of
attention among the several instruments. The final result is a simple model consisting of a high-pass filter to
produce the observation residuals and a decision function which is a pure integration of the residuals minus a

bias term.

The dynamics of a Boeing 707 were used to simulate the fully coupled final approach in a fixed-base simulator
which included failures in the airspeed and glideslope indicators. Observers monitored the approaches and
detected the failures; their performance was compared with the predictions of the model with good agreement

between the experimental and the model.

Introduction

HE introduction of the ‘‘all weather’’ automatic landing

system changes the role of the pilot during landing.
Under normal conditions, the pilot is not in the control loop,
but his main task is to monitor the proper operation of the
automatic system. This, of course, shifts his role from manual
controller to decision maker. This paper considers the task of
modeling the pilot as a monitor of the automatic system using
the information available from conventional instrument
sources. Mode progress and failure annunciators are not
considered in this first step of modeling the pilot, since a basic
model of the analog-information processing does not exist for
this task. Moreover, the pilot is likely to use the conventional
instruments alone to assess the validity of any alarm in-
dications; the addition of the annunciators can very likely be
represented as a change in the threshold of the model that is
proposed.

The problem of modeling the pilot as a controller has been
addressed by several researchers, and satisfactory models
exist using classical control theory'? or optimal control
theory.? Models for the pilot as a failure detector have only
recently been addressed,* and some conjecture has been
suggested.’

The development of a model for the human observer in the
failure detection task is based on several fundamental
hypotheses. In developing these hypotheses, we have drawn
on the previous work in manual control, which in itself has
established a set of working hypotheses. These hypotheses,
developed by McRuer and his colleagues, ® are repeated in the
following.

1) To accomplish guidance and control function, such as
flying a desired track in the presence of disturbances,
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maintaining precision control (as in formations and
refueling), flying intercepts or approaches, etc., the human
pilot sets up a variety of closed-loops about the aircraft,
which, by itself, could not otherwise accomplish these tasks.
In control system engineering terms, his control actions are
functions of desired and actual aircraft motions.

2) To be satisfactory, these closed-loop systems, com-
prising both animate and inanimate components, must share
certain qualitative dynamic features of ‘‘good” closed-loop
systems of solely inanimate nature. As the adaptive means to
accomplish this end, the pilot must make up for any dynamic
deficiencies of the aircraft by appropriate adjustments to his
dynamic properties. (Here the ‘‘aircraft’’ includes the display
and controls.)

3) There is a cost to this adjustment—in workload induced
stress, in concentration of pilot faculties, and in reduced
potential for coping with the unexpected. This cost can also be
traded for the cost of automatic controls. In making this
tradeoff, one may allocate part of the task to manual and part
to automatic control.

The field of modeling human failure detection has an in-
finitesimal data base relative to the field of manual control.
Thus, the following is offered as a tentative set of hypotheses
to be revised as indicated by future experimentation.

1) To accomplish the system monitoring functions such as
monitoring the state of the aircraft, its various subsystems
(including instrumentation), the observer sets up a variety of
models about the aircraft and its performance based on his
past experience.

2) To be satisfactory, these monitoring systems, com-
prising both animate and inanimate components, must share
certain of the qualitative dynamic features of ‘‘good’’ failure
detection systems of the solely inanimate nature. As the
adaptive means to accomplish this end, the pilot must make
up for any dynamic deficiency of the information displayed
by appropriate adjustments of his dynamic information
processing.

3) There is a cost to this adjustment—in workload induced
stress, in concentration of pilot faculties, and in reduced
potential for coping with the unexpected. This cost can also be
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traded for the cost of automatic monitoring systems. In
making this tradeoff, one may allocate part of the task to the
human and part to automatic failure detection systems.

In this paper, a model of a pilot as a monitor of instruments
failures (dynamic biases) is proposed and applied to an
automatic landing. The model consists of two states: a linear
estimator and a decision mechanism. The linear estimator is
the Kalman filter which is similar to that used in the optimal
controller models with the measurement residuals, rather than
the estimates, as outputs. The decision mechanism is based on
sequential analysis’ modified for the special case of failure
detection.® An experiment was conducted to validate the
proposed model; observers monitored instrument failures in
simulated automatic ILS approaches in a fixed-base jet trans-
port cockpit. The results of this experiment are then compared
to the prediction of the model.

Problem Statement and Simplification

A functional block diagram of the failure detection
paradigm is shown in Fig. 1. The failures considered in the
analysis are restricted to the class of output-additive time
functions which alter the mean of the observed process. This
type of failure can occur, for example, because of electrical
and/or mechanical biases within the sensor or in-
strumentation signal processing. As in all single-instrument
failures, it is manifested by an indication which is inconsistent
with other readings, whereas actuator and/or sensor failures
used for automatic flight control exhibit consistent readings
of an abnormal maneuver.

A basic assumption in the structure of the first stage of the
human detection model (the estimation stage) is that the
dynamical characteristics of the system that produces the
input signals are known by the observer. Therefore, before
modeling the failure detection system in detail, the
representation of the airplane dynamics and control loops, by
the pilot (his internal model) will be discussed.

The true airplane dynamics, when angular accelerations are
neglected, can be defined by nine first-order nonlinear dif-
ferential equations. Two decoupled autopilots are used to
regulate the vertical error between the aircraft position and
the glideslope beam, and the horizontal (angular) error
between aircraft position and localizer beam. In addition, a
third control loop regulates the aircraft speed. This con-
figuration was used in the simulation that automatically
landed the Boeing 707 dynamics used in our experiments. °

Since the pilot is outside the control loop, his inputs consist
only of the displayed variables on his instrument panel. If the
control system is designed properly, these displays will show
nominal values with variation due to outside perturbations. It
seems reasonable to assume that the internal representation of
the pilot will be a linearized version of the automatic system
around the nominal values. In addition, the longitudinal and
lateral dynamics are assumed to be decoupled in this
representation. The block diagrams of the three control loops
are shown in Fig. 2, where the basic configuration was taken
from Ref. 10. The three closed loop transfer functions are
given by

bu 10(s+0.1) W
du, (s+8.8)(s+0.98)(s+0.13)
by _ 31.3 @
80, (s+0.5)(s+5.5)(s2+5.455+11.4)

&

v 47 3)

5,  (s2+11s+58) (s2+1.55+0.81)

where u=velocity, y=flight-path angle, 6 =pitch, and ¢ =
heading. The letter 6 is used to identify the inputs as per-
turbations rather than commands and the outputs are the
responses to these perturbations. The subscript # is used
because the input perturbations are modeled as zero-mean
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Fig. 1 Schematic block diagram.

white Gaussian processes. The source of these perturbations is
usually the wind gusts, and therefore, the inputs to the
subsystem are correlated and are derived from the amplitude
and direction of the gusts. )

Two of the preceding subsystems are of fourth order and
one is of third order. Another integration of each subsystem
output is needed to obtain the aircraft position. It is assumed
that the pilot used only the dominant poles, namely the ones
with the longer time constants. The final structure that is
assumed for the pilot internal model is

du

—=1/(s+1) O]
ou,

Y _p3s 2.7

5, =1.35/[(s+0.5) (s + .‘ )] )
:’; =0.81/(s®+1.55+0.81) 6)

The steady-state gain and the steady-state variance of the
response to a stationary random input have been preserved as
in the original system.

Having three decoupled system, eight state variables are
defined by transforming Eqs. (4) to (6) to their state space for-
mat. Define

X,=0y

xg=g0¢/vo (7)

x,; ={ou
x5 =0.58560

where ¢ is the roll angle, « is the angle of attack, and g is
acceleration due to gravity. The system dynamics in matrix
notation are given by

X=Fx+Gu ®)
where
F, 0 0 _
0 1
F=10 F, 0 F,=
0 1
0 0 F;_
0 1 0
F,= 0 0 1
0 -135 -32_
0 1 0o
F;= 0 0 1

0 -0.81 -15 |

I_JT= I5um 5Om 8‘[/”‘

0o 1 00 0 00 0
GT=10 00 0 135 0 0 0
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Fig. 2 Block diagrams of the three control loops.

The perturbations in the aircraft position in terms of the
preceding state variables are given by (using the fact that v, is
small)

dx=cosyx; — U, sinyyxg (9a)
Sy =sinyyx; — v, cosyyxg (9b)
Ox="v,X; +vyx; (9¢c)

where the subscripts 0 designate nominal values.

All the variables that are displayed to the pilot can now be
represented as linear functions of the state variables.

1) Glideslope indicator

V1= (—coSYo /X370 /XN )X; +UaX;5 /X, + Uy SINY x4 /X3,

2) Localizer

Y= (cosyy/(1.23 —xn) 2 +sinyy/ (1.23 —xy) )X,

+ (vgcosy/ (1.23 — xn) —vosingy/ (1.23 —xx) 2 ) X4
3) Airspeed indicator
Y3=X;
4) Attitude indicator
Ye=x,+x5/0.585 (pitch)

Vs =UoXg/g (roll angle)

5) Horizontal situation display
Ye=X7
6) Altimeter
Y7="v0X; + VpX;3
7) Vertical speed indicator
Yg="7YoX2+ VoXy

The variable xy in these equations is the normal distance from
touchdown which is time varying.

The Failure Detection Model
The Estimator

In the previous section, a simplified linear structure was
discussed and was assumed to be used by the pilot as a model
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Fig.3 Linear estimator (Kalman filter).

for the instrument output dynamics. The failure detection
model suggested by Gai and Curry® incorporates these
simplifed dynamics. The model consists of two stages: a
linear estimator and a decision mechanism. The linear
estimator, the Kalman filter, is shown in Fig. 3. It should be
noted that the Kalman gain K(¢) is time varying due to the
time-varying gains in the measurements. The filter produces
estimates for the state £(#) and the measurements y(z) as well
as the measurement error (residual) € (¢) defined as

e(y=y(n)—=y() 10)

Any of these three quantities can be used as input to the
decision mechanism. The observation residual is preferred for
the following reasons:

1) The state variables are nonunique variables that can be
defined in many ways, while the observation residual is
unique and well-defined for the observer.

2) The dimension of the state is in general larger than the
dimension of the residual.

3) The residual is more sensitive than the observation to the
effect of the failure. !

4) The residual is a zero-mean white process!? in the un-
failed mode, so successive observations are independent for
Gaussian processes.

Equation (10) implies the use of a scalar observation by the
subject, even though there is some evidence that an in-
dependent rate measurement gives a better fit to the data when
modeling the manual control tasks. > However, since such an
improvement was not found in the failure detection task,®
only direct (position) measurements were used.

Since the pilot is using more than one instrument, the
problem of sharing of attention must be accounted for. This is
done through the measurement noise in the observer model. 13
When the pilot is monitoring only one instrument, the
variance of his observation noise is proportional to the
variance of the displayed signal (1/100 in Ref. 13). If the pilot
is observing more than one instrument, the single-instrument
variance of the observation noise for each observation is
increased by a constant factor that is inversely proportional to
the fraction of attention that he spends monitoring that
specific instrument. Finally, it should be noted that although
the state equations are decoupled, the Kalman filter is a
coupled 8-dimensional system because of the coupling
through the measurements. The model of the estimation
scheme is shown in Fig. 4 (for three instruments).

The Decision Mechanism

The decision mechanism is base on sequential analysis.’
The classical sequential analysis uses the likelihood ratio /(m)
as a decision function after m observations. Two criteria
levels, A and B, are chosen, and the decision rule is

ifi(m)=A choose ““failure”’
ifi(m)=<B choose ‘‘normal’’
if B<l(m)<A take another observation
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A and B are determined by the desired probability of false
alarm P(FA) and the probability of miss P(MS) as follows.’

A=(I—-P(MS))/P(FA) B=P(MS)/(I-P(FA)) (11)

In the current paradigm, we wish to treat the composite
hypothesis
Ho.' *01200=g(t) 201 (12)
i.e, that the mean of the residual lies within a specified band
of zero. Under suitable conditions,!* the most important of
which is a monotonic likelihood ratio, a Uniformly Most
Powerful test exists so that a test designed for the hypothesis
(say) =40, will also be adequate for §=6,. Since in our case,
both distributions are white Gaussian with equal variances

and means zero and 6, (failure), the decision function (for
6,>0)is?

N(m)=Y, (e;—0,/2) (3)
i=1
The upper and lower criterion levels are
InA/6, (upper) (14a)
InB/9,; (lower) (14b)

The classical theory cannot be directly applied to the failure
detection problem because a basic assumption is that the same
mode exits during the entire period. A failure detection
problem is characterized by a transition from the normal
mode to the failure mode at some random time ;. In order to

€, X
L (i Decide

Failure
Filter

residua

+ + L
T—r> 1nAl
+
8l
1
N Unit

Alm=1)
? Delay

If A(m-1) > O
Fig. 6 Decision mechanism.

91/2
bias

overcome this difficulty, the following modifications should
be made: 1* 5

1) Resetting the decision function to zero whenever \(m) is
negative, i.e., discounting confirmation of normal operation.

2) Using only an upper criterion level A; which is modified
to keep the same mean time between two false alarms as
before.

The value of A, is related to A and B in Eq. (11) by the
equation

A;—-lnd,—1=—(InA+ (A-1)InB/(I—B)) a1s)

The modified decision function is shown in Fig. 5 and the
block diagram of the basic decision mechanism is shown in
Fig. 6. For the case 6, <0, the decision function is

N(m)= )3 (,+6,/2) (16)
i=1

and only the lower criterion level is used. This criterion level is
—(in4,)/6,

The final block diagram of the decision mechanism is shown
in Fig. 7.

The operation of the proposed model is actually quite
simple in principle. Its basic properties are:

1) A high-pass filter as a first stage to obtain the residuals.

2) Integration of the residual and comparison to a fixed
threshold as a decision mechanism. ®

3) Only three parameters control the performance of the
model. a) The parameter designating the maximal mean of
the observation error that is allowed before the system is
considered ‘‘failed.”” b) The signal-to-noise ratio (SNR) of
the observation. ¢) The probabilites of the two types of errors
P(FA)and P(MS).

In the derivation of the decision rule in the preceding, it has
been assumed that the observer uses an internal representation
of the failure which is a constant bias of the mean (6,). Such
a procedure is optimal for a step change in the mean, yet
experimental results in Ref. 8 suggest that the observer uses a
similar decision rule for detecting other types of changes,
specifically a linear (ramp) change in the mean. Thus in what
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Fig. 7 Complete block diagram of the decision
mechanism.

follows we will assume that the observer uses the same
decision rule regardless of the dynamic character of the ad-
ditive failure.

The sensitivity of the model to changes in the various
parameters was investigated in Ref. 8: it was found that the
signal-to-noise ratio did not significantly alter the predictions
of the model, whereas the detection performance [P(FA),
P(MS)] and the mean of the “‘failed’’ process (§;) were
influential in the predictions. These parameters are not
completely free, however, since they determine the decision
criterion level through Egs. (11), (14), (15), and (16).

Experimental Validation

The Adage Model 30 Graphics computer was used to
simulate the nonlinear dynamics of a Boeing 707 and the
control loops,® and the output variables were drawn on a
CRT instrument panel in the fixed-base simulator. The
simulation included the last 5 min of flight starting at 10 miles
from runway threshold at 2500-ft altitude with fully
automatic approach and landing. The failures were in-
strument failures, so that they affected only the output
variables and were not fed back to the system. In order to
limit the experimental requirements, we considered only

Am-1 Unit
Delay

1f N m-1) > 0

A (m)

n Decide H,
=SS | Decide Hy
0

3

X(m~1) Unit
Delay

If A (n-1) <O

failure in two instruments, the glidescope (GS) indicator and
the airspeed (AS) indicator. Four levels of failures were in-
cluded for each of the two instruments. All failures were step
changes that were fed into the instrument through a single-
pole low-pass filter with 10-sec time constant. The magnitude
of the failure for the AS indicator were

¢, =20, ¢, =30, ¢c;=4o, cy=50, a7
and for the GS indicator
C1=GGS C2=1.5UGS 6'3 =20GS C4 =2.50GS (18)

where o, and ogg are the standard deviations of the per-
turbations from the nominal of the displayed variable on the
AS and GS indicators, respectively. Two random number
generators were used to choose the failure in each run; one
determined the instrument and the other the size of the
failure. In addition, a third random number generator was
used to determine the time of the failure ¢,.

There was a single failure in 83 % of the runs. The high per-
centage of runs with failures was chosen to provide enough
data in a reasonable experimental time. It is evident that this

Table 1 Subjects and model performance parameters

Failure
magnitude C, C, C; Cy
Statistical

Instrument parameter Observer
Mean detection B.M. 20.8 13.8 10.8 6.3
Airspeed time C.C. 25.4 20.8 16.9 8.2
(seconds) Model 22.8 13.3 9.5 6.8
Standard error of B.M. 2.6 1.2 0.9 1.2
Indicator the mean C.C. 2.6 1.8 1.1 1.2
(seconds) Model 2.0 1.3 0.9 0.6
Mean detection B.M 16.4 9.8 7.7 5.9
Glidescope time . C.C. 14.0 6.9 6.3 5.0
(seconds) Model 14.5 10.9 9.0 5.8
Standard error of B.M. 1.6 2.2 1.1 0.5
Indicator the mean C.C. 1.3 0.5 0.4 0.4
(seconds) Model 1.3 1.0 0.7 0.5
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Fig. 10 Detection times for airspeed indicator failures (subject B.M.)

failure rate does not represent a realistic situation and might
bias the subject to expect the failure. However, if a real-life
failure rate had been used in repetitive runs, the vigilance of
the observer might be severely affected. In order to account
for this discrepancy when the model is used to predict real-life
detection times, the bias term in the model can be modified to
include the a priori probability of failure. Let P, denote the a
priori probability of failure, then the bias term 8,/2 in Egs.
(13)and (16) and in Figs. 6 and 7 should be replaced by

(6,/2) — (1/6,)In[P,/ (1—P;)] 19)

There was no feedback to the pilot concerning his per-
formance because it was found that such feedback biased his
decision, either by driving him to try to compensate for
previous errors, or to overrelax after several correct decisions.

Each subject participated in three experimental sessions
each of which included 16 runs for a total of 48 runs. When
the pilot detected a failure, he pressed a button and the run
was terminated. Otherwise, the run lasted until touchdown.
After termination of each run, the subject was asked to fill
out a form in which he stated which instrument failed and
how he detected the failure.

J. AIRCRAFT
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Fig. 11 Detection times for airspeed indicator failures (subject C.C.)

At the beginning of each session, a set of instructions was
read to the subject. In particular, he was told that failure
would be either in the AS or GS indicator, but that he could
(and should) use other instruments for verification.

Results

The experimental results for two subjects (B.M. and C.C.)
are summarized in Table 1. The table shows the mean detec-
tion time and the standard error of the mean (based on § sam-
ples) for each subject and for each of the two instruments.
The table also includes the prediction of the model for the
mean detection time and the error of the mean. These values
were obtained by the used of a Monte Carlo simulation of the
model using the same random processes as viewed by the sub-
jects in the experiment. The values of three parameters that
are needed for the model were chosen as follows.

SNR=36 P(FA)=P(MS)=0.05 6,=0.2500; (20)

The signal to noise ratio is smaller by 4.5 dB from the one
used in Ref. 13, however sensitivity studies® show that the
model is only slightly sensitive to SNR due to the good per-
formance of the estimator. The observation error threshold 6,
was chosen as one quarter of the observation standard
deviation based on previous experimentation with the basic
model.® The values for P(FA) were determined using the ac-
tual false alarm rate that was found in the experimental data.

The experimental results and the model prediction are also
shown for each subject and each instrument in Figs. 8 through
11. Model predictions were slightly shifted to the right to
prevent overlapping.

Conclusions

In this paper, a model is proposed for the performance of a
pilot as a failure detector of instrument failures (additive
dynamic biases) during an automatic landing. The model con-
sists of two stages: a linear estimator and a decision
mechanism. The linear estimator is the Kalman filter deter-
mined from a simplified model of displayed-variable
dynamics used by the pilot. The filter also accounts for the
pilot’s time sharing between instruments through increased
noise. The decision mechanism is based on classical sequential
analysis with modifications for the failure detection case.

An experiment designed to test the validity of the model
was conducted. In this experiment, subjects had to detect
failures in the glidescope and airspeed indicators during a
simulated landing in a Boeing 707 fixed-base simulator. The
results shows that the predicted detection times fit the ex-
perimental data well. It should be recalled that the model has
currently been verified for failures which can be modeled as
changes in the mean; further development is required to
model changes in standard deviation, bandwidth, etc.

The use of the model for predicting absolute values of
detection times depends on the limited experience with subject
behavior in this task. It was found in this experiment and
those reported elsewhere,® that observers prefer to operate at
equal and relatively low-error rates (P(FA) =P(MS)=0.05)
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with a bias parameter (8,) between one sixth to one quarter of
the observation standard deviation. Will these values obtain
in a realistic setting? Obviously, experimentation using real-
life a priori probabilities and failure rates requires a
prohibitive effort: one practical approach to the resolution of
this dilemma is to first develop models of the human detection
mechanism and then test the model validity and the changes
of the parameters as more realistic situations are simulated.
(The previous work in vigilance ' may be of some help in this
regard.) Even at this stage, however, the model predictions
may be explored by varying the parameters and determining
whether or not uncertain parameter values are critical.
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Edited by S.N.B. Murthy and J.R. Osborn, Purdue University,
A.W. Barrows and J.R. Ward, Ballistics Research Laboratories

It is generally the objective of the designer of a moving vehicle to reduce the base drag—that is, to raise the base pressure to a
value as f:lose as possible to the freestream pressure. The most direct and obvious method of achieving this is to shape the body
appropriately—for example, through boattailing or by introducing attachments. However, it is not feasible in all cases to
make such geometrical changes, and then one may consider the possibility of injecting a fluid into the base region to raise the
base pressure. This book is especially devoted to a study of the various aspects of base flow control through injection and
combustion in the base region.

Thg determination of an optimal scheme of injection and combustion for reducing base drég requires an cxamination of the
Fotal tlowfigld, including the effects of Reynolds number and Mach number, and requires also a knowledge of the burning
chara‘cterisncs of the fuels that may be used for this purpose. The location of injection is also an important parameter,
especially when there is combustion. There is engineering interest both in injection through the base and injection upstream of
Ih‘e base corner. Combustion upstream of the base corner is commonly referred to as external combustion. This book deals
with both base and external combustion under small and large injection conditions.

The problem of base pressure control through the use of a properly placed combustion source requires background
knowledge of both the fluid mechanics of wakes and base flows and the combustion characteristics of high-energy fuels such
as powdered metals. The first paper in this volume is an extensive review of the fluid-mechanical literature on wakes and base
flows, which may serve as a guide to the reader in his study of this aspect of the base pressure control problem.
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